TGCDB Failover Requirements
Requirement List:
1)Mirror data and schema of Teragrid database at SDSC to a system at PSC.

2)Mirror AMIE installation on TGCDB server to PSC.  Includes all XML files that indicate state

3)Provide ability to manually failover TGCDB to PSC system within an hour.

4)Failover will not break connections of applications connecting to tgcdb.teragrid.org.  tgcdb.teragrid.org address must point to dynamic address that can rapidly be changed when failover is needed.

5)Provide documentation for failover procedure

6)Provide scripts where possible to simplify failover

7)Provide documentation for bringing up previous master as slave and when back in sync returning previous master to master status.  This should use the same scripts as the initial failover on the opposite machines.

8)Provide monitoring scripts to ensure the backup system is being kept up to date.
9)Provide thorough documentation for entire failover system.

TGCDB Dependent Applications:
These are the applications that are dependent on TGCDB and how they are affected by TGCDB downtime.

	Application
	Downtime Issues
	Severity

	TGCDB AMIE Instance
	AMIE packets can not be sent or received
	Low – AMIE will pick up where it left off when the database connection can be made

	Local Site AMIE Instances
	AMIE packets can not be sent or received
	Low – AMIE will pick up where it left off when the database connection can be made

	Tgusage
	Would not work.  Users can not check balances
	Low – Would resume working when database back up

	Gx-map
	DN propogation would not work
	High – Users can enter DN’s at a local site, but they will not get propogated to other sites as expected.  Chris B claims it would take 1 week effort for someone to make gx-map able to handle db outage.

	Resource Catalog
	Could not retrieve data assuming data in RDR
	Low – Would resume working with database.  If major data cached may have very few issues

	CS2 Portal Functionality
	Transfers/ User Management … will not be available
	Medium – No data should be lost, but it will be a lot if functionality disabled

	POPS
	Some or all functionality will be unavailable
	Need feedback from Steve as no information has been provided

	Teragrid News
	Automatic subscription process will fail
	Low – Will synchronize with next run when db available

	Science Gateways admin interface
	Tracking and analysis of security compromises would be unavailable
	High – There is significant use of this system

	Science Gateways admin interface
	Shared account set up interface unavailable
	Low – This work can be done when db back up

	User Services web pages
	Some data on user services web pages would be unavailable during an outage
	Low – Only documentation

	User Services gateway account fulfillment
	Gateway account requests would not be fulfilled during downtime
	Low – Can be done when db available

	Portal – Account update page, Add user form
	User unable to modify data
	Medium – No data loss but functionality unavailable to end user

	Portal – Gateway and Collection listing
	Unavailable
	Low

	Information Services
	Daily query of TGCDB resource data
	Low – Will requery next day db is available.  Uses cached data in meantime


Postgresql Replication Packages:
When the requirements are approved a thorough analysis of the available replication packages for postgresql will begin.  With initial research I have found the following options:

Postgresql Log shipping

Slony I

Mammoth Replicator

EnterpriseDB 

Bucardo

Statement based middleware solutions such as pgpool will not be considered as they will not work correctly with current code.

