

Owner: David Hart, dhart@sdsc.edu


Core Services 2.0: An Integrated TeraGrid Vision

“Core Services 2.0” encompasses the set of TeraGrid activities, services, and infrastructure by which users are granted and configured with access to the TeraGrid cyberinfrastructure, in ways that allocate some resources through a scientific merit-review process and that provide access to other resources, subject to appropriate restrictions. The TeraGrid cyberinfrastructure includes a grid-enabled federation of traditional batch-oriented HPC resources, storage resources and services, visualization capabilities, and data collections, integrated via a common set of operational, authentication, authorization, and accounting protocols.

In this document, Sections 1 and 2 lay out the scope of Core Services 2.0 activities and the vision for the subsequent planning and implementation phases. Section 3 briefly describes what aspects of this vision document are supported by the separate component service documents. The Appendix provides a description of the current Core Services for reference.
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1. 
Scope of Implementation Activities

The operations of Core Services are determined by a range of policies that establish, implement, and enforce how users can request and use TeraGrid resources and services. Changes in these policies can have a high impact on the operation and implementation of Core Services and, hence, must always be considered with this impact in mind.

Core Services 2.0 will provide as much policy flexibility as possible. Limits to this flexibility are noted in the Component Section documents and in this document where policies or policy assumptions have a significant impact. The Allocations policies are important, because they drive much of the process. Similarly, the Resource/RP policies direct how the federation of resources in TeraGrid is expected to function.

Overall, the initial vision development for Core Services 2.0 has identified four broad areas to target for improvement. These targets encompass and support many of the specific requirements that have been collected:

· Unifying TeraGrid authentication: POPS logins, TGUP logins, and distribution of TG credentials (including TGUP identities, SSH keys, passwords, and Shibboleth identities) will need to be unified and streamlined to minimize TeraGrid staff effort and maximize the ability of users to accomplish their goals.

· Streamlining authorization processes: The steps for making resource requests and adding users to projects must be automated wherever possible since these tasks cannot scale in their current form to the planned size and scope of TeraGrid in the next few years. 

· Creating flexible descriptions of resources, projects, and users: From a current baseline defined primarily to support traditional users running batch jobs on HPC resources, Core Services 2.0 must support many types of resources and usage, different types of projects that support different usage modes, and different types of users with varying roles and capabilities.

· Improving the interaction between RPs and Core Services: The current steps necessary to integrate an RP and to identify resources are not well defined and not well coordinated.

A baseline description of the current set of Core Services is provided in the Appendix. Maximizing the development and deployment of Core Services 2.0 requires maintaining elements that work well, to focus limited staff effort on high-payoff activities; improving scalability and reducing latency, to support a growing user base and resource environment with the same or decreasing level of staff effort; and understanding new and future requirements, to implement solutions that includes support for emerging and future TeraGrid needs.

1.1. Maintaining What Works

Four components of the current Core Services provide functionality that will be needed in Core Services 2.0:

· POPS: The core functionality for supporting the acceptance and processing of proposals is essential and well developed.

· TGCDB: The core functionality for supporting allocations and accounting across a federation of heterogeneous compute resources is robust and well-developed.

· AMIE: The core functionality for exchanging information among a federation of geographically distributed sites with heterogeneous local environments is flexible and useful for asynchronous data exchange.

· TGUP: The TGUP provides a number of functions necessary for Core Services and is the proper channel for most user interactions with Core Services components.

However, Core Services 2.0 as envisioned here will require significant enhancements and modifications to all of these entities.

1.2. Improving Scalability and Reducing Latency

Each component of Core Services 2.0 has clear priority targets for improving the scalability and latency of the overall task flows.

· Authentication: Unification of user-created POPS logins with the TeraGrid-wide logins of the TGUP, as well as TGUP integration of credential management among RP sites.

· Authorization: Extraction of the TeraGrid components from the local NCSA Sybase system and direct linkages between POPS and TGCDB.

· Allocations: A more flexible entry into the allocations process, with less restrictive proposal submission windows and review levels that adapt to a set of resources that spans several orders of magnitude in size and/or capability. 

· POPS: A friendlier user interface, as well as unification with other Core Services infrastructure and extraction from NCSA Sybase system.

· Accounting: Evaluating and improving the scalability and security of the AMIE communication channels. 

· Accountability and Metrics: Support for delivering measures of metrics appropriate to different categories of TeraGrid users and staff.

· Resource Provisioning: A consistent mechanism for RPs to provide resource information is essential to Core Services and other TeraGrid activities.

1.3. Supporting New Requirements

The new requirements for Core Services 2.0 indicate the need for fundamental flexibility in the way that resources, projects, and users are defined, created, and managed. Each of these entity classes minimally requires explicit support for multiple “types.” In addition, each class of entities may be further categorized by other attributes—for example, “tiers” for resources and “roles” for users. These requirements will require more detailed discussion during the implementation phase, but they will have significant impact throughout the Core Services components.

In addition, each component has significant new requirements that must be supported.

· Authentication: Support for bridging campus and potentially other non-TeraGrid authentication environments.

· Authorization: Establishment of a channel for automatic authorization of certain resource requests and most user requests.

· Allocations: Explicit support for multiple types of resources, collection of impact data from the submission and review processes, and providing better guidance to PIs on resource selection and navigating the allocations policies.

· POPS: Integrated assistance to guide users through the choices in resource selection and request submission, better access to data for metrics, and potentially support for requests for non-Allocated resources.

· Accounting: Unification of grid-collected and batch-collected usage information, plus support for usage reporting on non-compute resource types.

· Accountability and Metrics: Support for metrics defined by new Core Services requirements, including science impact and outreach.

· Resource Provisioning: Core Services must support and RPs must be able to provide novel resource types, allocated and non-allocated resources, and usage on those types.

1.4. Infrastructure Requirements

Core Services 2.0 relies on several key user interfaces and back-end servers for its basic operations. As part of designing and deploying Core Services 2.0, TeraGrid has identified several key operational requirements and parameters.

· Site-independence: The Core Services 2.0 infrastructure should be designed such that required hardware and software could theoretically be deployed at any RP site.

· Geographic redundancy: The Core Services 2.0 infrastructure should be robust and provide failover in the event of a disaster or major failure (hardware, network, power) at any single site.

· Operational parameters: Core Services 2.0 should be designed for a five-year future that may encompass 15-20 RPs and 15,000-20,000 users, including the NSF Track 2 and Track 1 systems.

2. Core Services 2.0 Vision

At the highest level, Core Services starts with a pool of current and potential users and a set of TeraGrid resources. The Core Services operations take these inputs and provide streamlined mechanisms to make those resources available to the appropriate users. Core Services encompasses not only the Allocations process, through which resources are allotted to users via a merit-review process, but also the procedures and processes for managing allocation awards, non-allocated resources, and the users who have access to those allocations and other resources.

2.1. Input

Users: Persons interested in obtaining, modifying, or continuing their access to TeraGrid resources for the purpose of accomplishing scientific objectives. 

Requests: Users make requests to use resources, manage allocations, and authorize other users for access to TeraGrid resources. Proposals submitted to the merit-review process are one type of request. 

Resources: Core Services support the integration of Resource Providers into the TeraGrid environment. The RPs deploy and operate the ultimate input—the physical resources themselves. Core Services concerns itself with those resources to which RPs wish to manage user access. 

Resource Descriptions: To accomplish its objectives, Core Services needs to have appropriate descriptions of the resources to which the RPs wish to provide access. 

2.2. Output

Authorized Users: Following Core Services “processing,” users are authorized to access and have received the information and credentials needed to authenticate themselves on the appropriate TeraGrid resources. 

Authorization Mappings: Core Services will provide the full set of authorization mappings for TeraGrid resources. Specifically, an authorization mapping can be summarized as the tuple {Project, Resource, [Allocation], User}, meaning the User has access to a Resource as part of a Project, with usage optionally limited to a particular Allocation amount.

Accountability and Metrics: Core Services also provides the information necessary for RPs to enforce allocation policies and for users to monitor the use of Allocations on Projects (i.e., accounting data that reports usage against allocations) as well as usage on non-Allocated, but Accounted resources. In addition, Core Services provides measures of metrics related to resource allocation and utilization for users, TeraGrid management, NSF, and other stakeholders.

2.3. Participants and Interactions

We consider Core Services as seven major components, with details left to separate documents: Allocations, POPS, Authorization, Authentication, Accounting, Accountability & Metrics, and Resource Provisioning. Here, we first identify key Core Services entities, followed by associated TeraGrid entities outside of the scope of Core Services.

2.3.1. Core Services Entities

The following entities are managed and manipulated during the Core Services processes described in Section 2.4.

User: An individual interested in accessing and using TeraGrid resources.

Authorized User: An authorized user may represent an individual, a changing individual (a generic Training User), a community of individuals (a gateway Community User), or instances of a type of individual (any Student from University X). The tasks that a user is authorized to perform vary depending on the individual, the type of user, the project, the user’s authentication status, and the scenario. Some users may only be authorized to use a given resource as part of a project’s allocation. But certain individuals may have special “roles” for a given Project, including “PI,” “co-PI,” and “allocation manager.” Such roles indicate that these users are authorized to request changes to a Project’s allocations and to add/remove users to a Project’s allocations.
POPS: In Core Services 2.0, POPS will be the interface, integrated as much as possible into the TGUP, through which Users will make requests to access TeraGrid resources that require some level of authorization. In some cases, POPS also refers to the database of proposal and review data to support the Allocations process.

Project: A Project is a set of Allocations or Resource Authorizations, associated with a single Principal Investigator (PI). A project has an explicit type that indicates its basic functions and associated policies within TeraGrid (e.g., Gateway, Training, Standard, and so on). A Project may have zero or more co-PIs and zero or more PI-designated “allocation managers.”

Allocation: A limit on the amount of usage that can be consumed by a Project’s authorized users on a given resource over a given period. The term “Resource Authorization” is an analogous concept for non-allocated resources.

Resource Description: A published set of attributes and values describing the characteristics of a physical resource needed to integrate the resource into the Core Services environment. The required and optional attributes will be formalized during the Core Services 2.0 implementation phase.

Resource Description Repository: The central and definitive source of current and historical Resource Descriptions known to TeraGrid and Core Services.

TeraGrid User Portal (TGUP): The TeraGrid’s common interface for most requests from and interactions with Users.

TeraGrid Central Database (TGCDB): The central Core Services repository for storing authorization mappings, user profiles and credentials, and accounting information.

Account Management Information Exchange (AMIE): An XML-based data transfer protocol and associated software that facilitates asynchronous transmission of project information, user data and credentials, and usage records between TGCDB and the RPs.
2.3.2. Resource Providers

A Resource Provider (RP) publishes Resource Descriptions to the TeraGrid for use by Authorized Users. RPs also operate and administer the physical resources, abide by TeraGrid allocation and authorization policies and procedures, accept authorized users who provide proper TeraGrid authentication, and return appropriate usage information as defined by TeraGrid accounting policies.

2.3.3. User-Facing Projects

The TGUP is critical to presenting Core Services to Users in a coherent, organized, and accessible fashion. Core Services requirements will likely have significant impact on the organization of TGUP elements.

TeraGrid’s Documentation efforts will need to reflect the current procedures and policies for Core Services. Documentation will also benefit from Core Services components, particularly the Resource Description Repository and user information for subscribing users to User News.
2.3.4. Operations

TeraGrid Operations oversees the day-to-day operations of TeraGrid’s multi-site capabilities, including central help desk operations, networking and security, data movement capabilities, and the Core Services server and software infrastructure. Particularly for the help desk, Operations relies on Core Services providing current user profiles, such as their authorization and authentication status across all RPs. Operations staff also need current user contact information in cases of compromise and/or other notification.
2.3.5. Software Integration

TeraGrid’s Software Integration area deploys the software that overlays grid capabilities on the TeraGrid’s federation of resources. These capabilities support TeraGrid Single Sign-on authentication and provide accounting information for non-traditional usage modes and non-traditional user access modes, as exemplified by Science Gateways.

2.3.6. User Support

Given limited user support resources, User Support staff need to access descriptions of user projects and to link User Support tools with appropriate Core Services information about projects and users. In addition, “Advanced Support” is a non-compute Allocated “resource” managed by Core Services activities, but one that requires review and handling by User Services staff.

2.3.7. EOT/ER

TeraGrid’s EOT activities are focused on bringing new users into the TeraGrid, and Core Services is the TeraGrid entry point for those users. EOT/ER has metrics requirements that impact how Core Services components will be implemented.

2.4. Processes

To accomplish its function of associating interested Users with requested Resources, Core Services supports seven overarching processes. Each of these processes may have several potentially significant sub-processes (e.g., Allocations merit-review) for different resource, project, and/or user types.

Figure 1 provides a summary workflow diagram that highlights key entities and high-level data flow for the seven processes.
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Figure 1. Core Services 2.0 summary workflow.

2.4.1. Establish Resources as part of TeraGrid

TeraGrid Resources will be established as part of Core Services through updates to a common, central repository, which is likely to be based on the TeraGrid Information Services/MDS. RPs will publish descriptions for new resources, including the necessary information for allocations and accounting. 

These resources may be physical resources of various types (clusters, storage systems), virtual resources of various types (usually “grids” of physical resources, potentially of heterogeneous types). 
Among other new requirements, resources will have a TeraGrid “tier” that can be one of Allocated, Accounted, Authorized, Authenticated, or Public. A resource’s tier helps define the process by which access requests are processed. The Resource Provisioning document for Core Services 2.0 describes these tiers in more detail. Allocated resources are subject to Accounting and Allocations policies and require a description of how usage will be accounted for; other resources are only subject to authorization or authentication policies.
Resources will have a “type.” Core Services will define a set of recognized resource types—e.g., compute, storage, visualization, grid/hybrid. A resource type definition includes a description of the usage record(s) for that type. Eventually, RPs will be able to define new resource types. Some grid-type resources will be defined within Core Services (e.g., TeraGrid Roaming).

Resource descriptions will include a set of required and optional resource attributes to support Core Services functions. Required attributes include tier, type, common name, activation date, SU conversion factor, usage record format, and so on. Optional attributes may include maximum start-up allocation limit, automatic transfer limit, grid membership, and so on.

The current set of TeraGrid resources will be maintained in a Core Services-managed Resource Description Repository (RDR). The RDR will be updated frequently (e.g., daily), but is required to maintain a permanent record of resources to ensure a complete historical record for metrics and reporting purposes. Other Core Services components (POPS, TGCDB, etc.) will link to the RDR for resource information for the most current resource information.

Because of the centrality of this process to Core Services 2.0 and to other TeraGrid activities (e.g., Documentation and TGUP), the attributes required of TeraGrid resource descriptions and the procedures for creating and maintaining the RDR will be formally defined in the first phase of Core Services 2.0 implementation.

2.4.2. Create New Users and Distribute Credentials

All individuals wishing to gain personalized access to TeraGrid resources will initiate the process by creating their own TeraGrid-wide login via the TGUP. Users will have a set of roles associated with them. Immediately following the initial registration process within TGUP, users will have a “registered user” role, which will grant them access to Authenticated-tier resources and certain TGUP functions, including the ability to submit resource requests (see Section 2.4.3), modify their user profile, view certain metrics, and upload credentials. 

Other components of Core Services will modify user roles and manage credential distribution.

Other user types will be supported by Core Services, including Community Users for gateways, Training Users for training activities, Attribute-Defined Users for campus gateways, and so on. Such non-standard user types will only be created by authorized users with proper roles. For example, only a PI or co-PI on an authorized gateway project will be authorized to create and modify a Community User.

As described in the Authentication component description, postal mailing of new user packets will no longer be required. Core Services 2.0 will focus on supporting and establishing users to access resources via TeraGrid Single Sign-on; alternate authentication mechanisms (SSH keys, passwords) will be distributed via Core Services channels such as the TGUP, where secure mechanisms can be identified.

For metrics purposes, changes to a user’s institutional affiliation and status (undergraduate, graduate, faculty, etc.) will be recorded and tracked over time. User profiles may have other attributes added over time for metrics purposes.

2.4.3. Resource Requests

All requests for access to Authorized, Accounted, and Allocated resources will be channeled through a common Resource Request interface within an integrated POPS/TGUP.

Access to Authenticated resources will be supported by a Core Services-provided Identification Verification service. Requests for resources in other tiers will proceed through appropriate allocations and authorizations processes.

Requests and proposals for Allocated resources will be guided by a Request Advisor tool. (Advanced users could choose to bypass the Advisor.) The Request Advisor will help requestors determine which resources are applicable to their research objectives and what elements are appropriate for a successful request. Other specific improvements to the POPS submission interface are detailed in the POPS component document.

Requests for Allocated resources will be directed through the Allocations component of Core Services, with rapid staff review for start-up allocations and merit-review for larger-scale requests. Details are described in the Allocations component document. Allocation requests may include requests for Accounted and Authorized resources as well. Special project types (e.g., gateways, training projects) can also be designated and approved during the request and approval process. 

Requests seeking only non-Allocated resources proceed through a rapid staff review process (to be defined). The staff review process will include review of the request and appropriate verification of the PI and any co-PIs. Successful review results in a TeraGrid Project being created (of the appropriate type), with the PI and any co-PIs tagged as “authorized users” with the appropriate user roles for the given Project.

For grid-type resources, the Authorization step does not automatically create access for the allocation on all physical resources. The PI (or other authorized user for the Project) must go to the TGUP to “opt-in” to the physical resources within that grid. An initial opt-in step will be included during the request phase, but the PI may opt-in to other available resources at any time during the allocation period.

Some resource requests by authorized users will be processed automatically:

· The addition of Accounted or Authorized resources to an existing Project. This assumes that RPs wish to permit Projects that have already passed through an Authorization process—either Allocations or manual review—can have access to other non-Allocated (i.e., non-scarce) resources without further manual review.

· The transfer of allocated units between resources—at least up to the automatic transfer limit of the target resource. RP review for transfers above the limit will be handled by RP staff without need for Core Services staff intervention.

· An extension of a Project end date, for up to six months, assuming the Project has usage remaining on Allocated resources and/or access to non-Allocated resources.

· The addition of physical resources to an approved grid-type resource allocation (e.g., TeraGrid Roaming).

Through the TGUP, requests to create Staff Projects and Discretionary Projects can also be submitted by TeraGrid Staff. Such requests may be subject to an internal management review.

Once approved (either by manual or automatic authorization), Authorizations are passed to the TGCDB and automatically sent to RPs.

2.4.3.1. Allocations and POPS

The Allocations process and POPS interface will continue to be a primary focus of Core Services, and we have called out these components in their own documents.

For the Allocations process, Core Services 2.0 has three primary goals: 

1. Current/potential PIs will receive better guidance through the allocations process, both by eliminating (or hiding) the now-murky DAC/MRAC/LRAC distinctions and clarifying proposal submission requirements.

2. The request and review process will be flexible enough to accommodate resources of dramatically wide ranges of scale, guide researchers to the best resource for their needs, and deal with multiple resource types.

3. The submission and review process needs to ensure that the data needed for science impact metrics are captured.

The first two goals will be supported by the development of the Resource Advisor describe above. The other goals will be addressed in POPS, with TGUP integration, an A-to-Z interface evaluation, and easier access to POPS data.

2.4.4. User Authorization Requests

As is the case now, PIs will share their allocations among collaborators and students, and Core Services 2.0 will support more secure and more efficient mechanisms for doing so. In Core Services 2.0, only Authorized Users can add users to Projects. Authorized Users in this situation include the PI, co-PIs, and any “allocation managers” designated by a Project’s PI or co-PIs. Furthermore, PIs can only add users who have already registered with TeraGrid and created TGUP logins. 

Therefore, because all user requests will be manually reviewed and guaranteed to avoid duplication, adding a Registered User to an authorized Project will always be processed automatically, causing user authorizations and credentials to be sent from the TGCDB to appropriate RPs. 

PIs, co-PIs and allocation managers will also be authorized to create special user types for special project types: Community Users for Gateway Projects, Training Users for Training Projects, and so on.

When a user is added to a designated Staff Project (again, by the Project’s “staff PI” or allocation manager), the user status is changed to Staff and is therefore authorized for staff privileges within the TGUP and Core Services. Note that this automatic status change may necessitate the creation of a Project(s) to accommodate staff-designated “friends” of TeraGrid who may need courtesy access but who should not have Staff access.

When a Project is renewed at the end of an allocation period, a PI, co-PI or allocation manager must explicitly re-authorize any continuing users and, more importantly, de-authorize former users. This step may be done in advance of the renewal allocation start date.

PIs, co-PIs, and allocation managers should have a simple way to de-authorize individual users at any time. Such a de-authorization may also have an “urgent” flag to notify RPs, via email for example, of users being de-authorized for malicious behavior, etc.

2.4.5. Enforce Authorizations

When a Project, allocations, and users are approved by the Authorization component, the information is communicated to RPs for establishing the Project on appropriate resources. 

Core Services will provide an Authentication Verifier to help authenticate users (especially non-standard users such as Community Users or Attribute-Defined Users).

Core Services will also provide an Authorization Verifier to assist in verifying the current status of users and allocations, where needed and in the event that the RP does not maintain complete authorization details. For example, an RP may use the Authorization Verifier to determine whether a multi-site allocation has exhausted its available units through multi-site usage.

2.4.6. Track and Monitor Usage 

RPs will report usage records to Core Services using usage record descriptions appropriate to the given resource type and at frequencies defined by TeraGrid policy. The usage data will be stored in the TGCDB.

Usage records will include all local information needed to provide measures of resource utilization, including batch job details, user details, grid submission information, and so on. In particular, Core Services will support gateway requirements to track job submissions from Community Users back to the unique individual who submitted the job.

Core Services will provide utilities for RPs to enable users to track the progress of multi-site allocations and usage. Details are provided in the Accounting component document.

2.4.7. Produce Measures of Metrics

Appropriate sets of metrics will be defined in consultation with TeraGrid GIG/RPF and NSF for the various types of users. Registered users, authorized users, PIs/co-PIs/allocation managers, and TeraGrid staff are the current set of user categories with differing metrics requirements and restrictions. For example, TeraGrid GIG has defined a set of metrics for the Quarterly Status Reports and is currently working on a set of metrics for the annual report to NSF.

Via the TGUP, each user category will have access to the appropriate metrics. Where appropriate, command-line tools will be developed and supported by Core Services. This will include at least one utility (tgusage) to permit users to check the status and monitor the progress of usage against their Projects’ allocations. 

Most metrics will be extracted based on attributes defined to support other Core Services requirements. Usage by resource type, user type, project types will be standard. In a few cases, Core Services components will be modified to support requirements solely for metrics purposes. For example, Core Services will track user status and institutional affiliation over time, users attending training courses, publications resulting from TeraGrid access, and usage at institutions within categories of interest (MSIs, EPSCoR states, and so on.)

Details are provided in the Accountability and Metrics component document.

3. Component Services

The development of this document included the creation of seven accompanying documents that provide another level of detail to the requirements and considerations for Core Services 2.0. The initial breakdown was based on an understanding of the current Core Services, but the updated vision suggested an alternative structure, aligned with the task flows described in Section 2. The revised structure is as follows:

· Resource Provisioning provides many of the details required to support Section 2.4.1, Establish Resources as part of TeraGrid.

· Authentication describes the process details for Section 2.4.2, Create New Users and Distribute Credentials.

· User Authorization encompasses the tasks described in Section 2.4.4, User Authorization Requests.

· Resource Authorization encompasses Section 2.4.3, Resource Requests, and the Authorization step after award decisions are made. The Allocations document focuses on the merit-review process referenced, and the POPS document details mechanisms for supporting the acceptance and processing of proposals during the Allocations process.

· Accounting encompasses the procedures necessary for Section 2.4.5, Enforce Authorizations, and Section 2.4.6, Track and Monitor Usage.

· Accountability and Metrics details the tasks necessary for Section 2.4.7, Produce Measures of Metrics.

Contributors

This document and the component service documents were prepared over the course of several months by members of the Core Services 2.0 Working Group, with input from across the group and across the TeraGrid, both GIG and RPs. The working group members include: Jim Basney (NCSA), John Cobb (ORNL), David Hart (SDSC), Matt Heinzel (UC/ANL), Laura McGinnis (PSC), Kent Milfeld (TACC), Margaret Murray (TACC), JP Navarro (UC/ANL), Steve Quinn (NCSA), Tony Rimovsky (NCSA), Tomislav Urban (TACC), and Nancy Wilkins-Diehr (SDSC). Special thanks to Mary McIlvain for keeping us on track with project management support.

In addition, the group would like to thank all those persons across the TeraGrid who took time to send us input, discuss the topics on teleconferences, and comment on draft documents, as well as all members of former RATs whose reports served as valuable inputs to this vision.

Appendix: Core Services 1.0 Baseline

TeraGrid Core Services encompasses the policies, practices, entities, and activities that facilitate access to TeraGrid resources for the NSF scientific community. Six overlapping components of Core Services have been defined, with their interdependencies and linkages highlighted in the diagram below. 
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There are five major software components involved in providing these services:

	System
	Purpose
	Site
	DBMS

	POPS
	Allocation Management
	NCSA
	Sybase

	NCSA Local Accounting
	Person Reconciliation, Input to TGCDB
	NCSA
	Sybase

	AMIE
	Data Transport
	NCSA
	Sybase??

	TGCDB
	Central Repository
	SDSC
	PostgreSQL

	TGUP
	User Portal
	TACC
	MySQL


In addition, each RP is expected to have a local system capable of processing core requests in a secure, accurate, and timely manner. 

4. Allocations

The basic processes of Core Service Allocations are:

1. accept proposals from Principal Investigator (PI) researchers to use available TeraGrid resources; 

2. evaluate the merits of the usage justifications through peer review; and 

3. award “allocations” (usage) on the TeraGrid resources through a formal panel discussion of reviews at Resource Allocation Committee (RAC) meetings. 

The allocations proposals are vetted and managed by an Allocations Coordinator, and the committee meetings are arranged and managed by a Committee Organizer. 

Allocation proposals for new and renewal projects are processed quarterly for Medium resource requests (M), and semiannually for Large resource requests (L), respectively.  The Resource Allocation Committees for Large and Medium requests (LRAC and MRAC, respectively) meet one month before each quarter for a formal panel discussion of reviews and awards.

Allocation proposals are accepted during a 4-week period, 3 months prior to an allocation period, followed by a 4-week review period, a week for vetting, a committee meeting, and a week for award processing and notification.  The two LRAC processing periods occur simultaneous with the January-March and July-September MRAC processing periods.  Supplemental requests and award rebuttals (Supplemental/Justification requests) can be submitted anytime.  These requests are reviewed and awarded asynchronous of the normal process, to guarantee a 4-5 week response time.  Similarly, “development” (small) allocations can be requested at any time.  They are reviewed within a month by one or two members of a Development Allocations Committee (DAC), without any formal panel reviews.

4.1. Input

The POPS web forms and POPS database handle most of the inputs from the PIs, reviewers, and the Allocations Coordinator, and are described below.  Inputs for access to POPS are covered in later sections of this report.

4.1.1. Input from Principal Investigators

Allocation requests come from PIs in a number of forms:

· Research (Allocation) Proposals

· Renewal Requests

· Justifications

· 
Supplements

· Time Extension

· Progress Reports 

Through the POPS-submit URL researchers insert information into the POPS database application using a group of  web pages available under the POPS-submit subsystem:

· PI Information: Name, Org. Status, Degree, Address,…,DNs of the PI

· Co-PI Information: Name, Org. Status, Degree, Address,…,DNs of the Co-PI.

· Proposal Information: Title, primary/secondary field of science (FOS), Keywords, Abstract

· Supporting Grants: Grant Number, Funding Agency, Annual award, percentage supporting POPS proposal, Start/End Date

· Resource Request: Expected usage: Total SUs, memory/processor, processor count, etc

· Proposal Document (and Optional Attachments): uploaded proposal documents 

4.1.2. Input from the Allocations Coordinator

The Allocations Coordinator collects and enters Resource and Reviewer information, provided by the RPs, in preparation for and follow-up to the submission and review processes.

4.1.2.1. RP resource specifications are determined by the TG RPs. The Allocations Coordinator is responsible for seeing that the relevant changes are made to the POPS submission page in a timely manner, so that PIs have the information they need to submit their allocation requests.

4.1.2.2. Resource Availability values (allocations in SUs/TBs) are determined quarterly by the RPs, who report them to the Allocations Coordinator, to be inserted into the POPS DB through the POPS Admin Interface.  

4.1.2.3. Requested-Usage Questions changes from RPs for the Resource Request page are collected by the Allocations Coordinator and sent to developers for inclusion in the POPS Submit Interface.

4.1.2.4. Reviewer Management, including reviewer assignments, and addition and deletion of reviewers are administered through POPS Admin Interface by the Allocations Coordinator.

4.1.2.5. Awards and Proposal Adjustments are administered via the POPS Admin interface, with special privileged accounts. 

4.1.3. Input from Reviewers

Reviewers enter reviews in the POPS DB through the POPS-review page.  The web page interface provides fields for inserting the suggested allocation award.

4.2. Participants and Entities

· Resource Provider (RP): RPs are TeraGrid sites that provide “allocable” resources (computations, visualization, data, networking and services).  An allocable resource is a shared or dedicated computational, visual, or data system that has a metric of usage and controlled access.

· Principal Investigator (PI): A PI is the primary author of a proposal and usually the PI of the listed Grants. PIs authenticate themselves to access TeraGrid resources, using passwords, certificates, SSH keys, and/or Kerberos tickets. 

· Reviewers: These are the members of the Resource Allocation Committee that meet for the Medium and Large Resource Allocation Committee meetings (MRAC/LRAC meetings).  The members are experts in a FOS category and are considered computationally proficient in their field and peers of the PIs. Members are tenured for three years. New members are usually selected from a list of proposed replacements by a retiring member.

· Non-Reviewers (committee attendees):  The Allocations and Local Arrangement coordinators, RP site staff, TeraGrid and NSF staff, and guests that are not reviewers are classified as non-reviewer xRAC meeting attendees.  Core Services does not pay for Non-Reviewer hotel accommodations and travel.  Meals are complementary. 

· Allocations Coordinator:  Each of several sites (TACC, NCSA, and SDSC) hosts the proposal and meeting management for a period of one year.  An Allocations Coordinator at the hosting site manages the proposal system, vets proposal, manages the reviews, and coordinates timelines with the Local (meeting) Arrangement Coordinator.

· Arrangement Coordinator:  Each of several sites (TACC, NCSA, and SDSC) hosts the proposal and meeting management for a period of one year.  An Local Arrangement Coordinator at the hosting site arranges xRAC meetings  and reviewer travel and accommodations.  

· Partnerships Online Proposal System (POPS): POPS is a web application for requesting TG allocations. 

4.3. Process

4.3.1. New Allocable Resources in POPS

A New Resource description, production date, and set of usage questions must appear in the POPS Resource Request form three months before the production date.  

4.3.2. New Resource Catalog and Advertising

RPs and partners, TG News, TG User News, and web pages should promote new resource availability.  The basic architectural features are included in the TeraGrid Resource Catalog.

4.3.3. AMIE Preparation

New RP sites set up AMIE services (includes secure connection to TGCDB) and integrate into local accounting one month prior to a resource’s production date. (Account creation and usage updates begin before and after production date, respectively.) 

4.3.4. Resource SU Availability

A few weeks prior to an xRAC meeting, each RP must specify the number of SUs/TBs (CPU hours, disk space, etc.) available for allocations at the next committee meeting.

4.3.5. Proposal Submission

Instructions appear on the POPS-submit welcome page.  Forms, such as the Resource Request, PI Information, Grants are filled out, and proposal documents are uploaded . The PI can update the proposal and information at any time, until the “Final Submission” link is selected. 

4.3.6. Pre-Review Processing

The Allocations Coordinator checks proposals for adherence to the NSF Cyberinfrastructure Resource Allocations Policies, determines conflicts of interest, assigns reviewers, with Assistance from a “match list” of a proposal and reviewer FOSs. Pre-review processing consists of the following steps: proposal vetting; conflict determination (includes conflict resolution); meeting document preparation for the caucus/panel discussions.

4.3.7. Reviewing

Reviewers read the proposals, submit comments and suggest an allocation, based on the justification of the requested allocations.  When no funding sources are specified in the Grants area, the reviewer must consider the appropriateness of the science, as opposed to solely evaluating the proposed science for its supporting role in justifying the resources. 

4.3.8. Pre-RAC Arrangements and Documentation Prep

Hotel accommodations and meeting facilities are arranged by the Arrangement Coordinator.  Travel arrangements are handled through a travel agent. The Allocations Coordinator assembles the final meeting materials: agenda, allocation and previous usage summaries (generated in POPS-Admin), and meeting booklets (proposal information from Resource Request form, proposal abstracts and full reviews).

4.3.9. xRAC Meeting

Each xRAC meeting consists of a dinner and a caucus in the evening, followed by a formal committee meeting the next day.

4.3.9.1. Caucus Meeting

Each xRAC meeting begins with an evening “caucus” session. Reviewers of each proposal confer and form a consensus allocation recommendation and designate a person to present the justification information and recommend an allocation at the formal committee meeting the next day. 
4.3.9.2. Panel Meeting

The formal xRAC meeting starts in the morning with RP announcements and resource updates. A chair person is appointed to formally introduce each proposal and moderate any discussion. The (caucus) designated reviewer presents a summary of the proposed work, caucus and/or reviewer comments, and the consensus allocation(s) recommendation. A final award is deliberated and recorded and entered into a spread sheet
4.3.9.3. Award Reconciliation

For resources with awards exceeding availability, every effort is made to move awards to comparable resources with available time. XRAC reviewers are consulted as needed to provide input to the appropriateness of moving awards to alternate systems. If resources remain overly allocated the committee is solicited to reduce awards on proposals they rate as the least meritorious. The xRAC committee is then presented allocation, summaries, including requested and award totals and award/request percents, summary of moved or reduced awards; and the meeting is adjourned.
4.3.10. Award Processing and Follow up

Awards are entered into the POPS database, PIs are notified of awards through postal mail.  Allocations are assigned and/or updated in TDCDB, and new awards are issued accounts and passwords.  Supplemental/Justifications page access is opened. Review assignment and final adjustments are handled by the Allocations Coordinator.

4.4. Output

The POPS Review and Admin interfaces extract database information and present information for proposal reviews, and documents for the xRAC meetings.

4.4.1. POPS Review -- Allocations/POPS

Reviewers obtain proposal documents and Resource Request summaries through the POPS-review interface.  

4.4.2. POPS Admin-- Allocations/POPS

Review and proposal information for the xRAC meeting are obtained from the POPS-admin page as a PDF file.  It contains the proposal information (Resource Requests), includes the proposal abstract, and is followed by each reviewer’s comments and their suggested allocations.  Special Meeting Booklets are created for conflicted reviewers. 

5. Partnerships Online Proposal System (POPS)

The POPS system provides a suite of applications for online proposal management:  

· POPS Submit enables current and prospective PIs to submit proposals, justifications, supplemental requests and progress reports to the available boards (MRAC, LRAC and the various DACs); 

· POPS Admin provides for the administration of proposal submissions (reviewer assignment, entry of award in formation, notification of awards, etc.) and board member management; 

· POPS Review enables reviewers to access their assigned proposals, and enter their reviews, comments and recommendations.

5.1. Input

5.1.1. Principal Investigator Interface: POPS Submit

POPS Submit accepts all of the metadata and proposal information relevant to a proposal submission. (See Setion 1.1.1, above, for details.)

For the xRAC boards, submitters are assumed to have prepared a proposal document laying out their case for an HPC award, including a description of the science involved, supporting graphs and charts, and a descriptive proposal abstract.  For DAC Submissions, a thorough abstract is sufficient in lieu of a proposal document.

In addition, submitters are expected to provide various metadata relevant to the proposal: contact information for the PI and any co-PIs involved in the work; a description of any Supporting Grants (primarily monetary) including funding agency and award amount; a listing of the desired Service Units (SUs) for each of the requested systems; and any relevant supplementary documents (CVs, publication lists, etc.).

5.1.2. Allocations Coordinator Interface: POPS Admin

Inputs to POPS Admin include: award information, including resource allocations and comments from meeting administrators;  board member details;  proposal-reviewer assignments;  available SUs (or other units) per meeting;  attendance/usage data (files from meeting administrators); etc.

5.1.3. Reviewer Interface: POPS Review

Reviews consist of three parts: free-form text review;  overall evaluation (short free-form text);  recommended allocation amounts plus optional comments.

5.1.4. POPS Development Staff

Some POPS inputs in support of the allocations process are managed by the POPS development staff, including new meeting creation, addition of new resources, and reviewer conflicts of interest.

5.2. Participants and Entities

5.2.1. POPS Submit 

Proposal Submitters: POPS Submit accepts proposal submissions. Anyone can submit a proposal on behalf of a PI. POPS enforces that the PI as entered in the proposal metadata must be based in the U.S. (Other eligibility policies are enforced by Allocations staff.)

Allocations Staff: Allocations Staff from the various RPs also have “Superuser” access to POPS Submit, to review submissions, make any necessary modifications, and move or delete proposals as necessary. 

5.2.2. POPS Admin 

Allocations Staff have access to POPS Admin as needed.

5.2.3. POPS Review

Reviewers: Designated reviewers have access to POPS review through their membership in the various boards.  However, this access is only relevant if they have been assigned a current proposal to review, as they would otherwise be unable to view any proposals.

5.2.4. POPS Development Staff

POPS Development Staff are also involved in a number of tasks having to do with configuration of meetings, configuration of resources, uploading past usage, etc.

5.2.5. Other

POPS DB. Sybase at NCSA is the repository for meeting, proposal, and reviewer data entered into the POPS system via Web and other interfaces.

Crystal Reports: This is third-party software used by POPS Admin to generate reports and meeting materials.

A Kerberos instance is run at NCSA to generate and store POPS credentials.

5.3. Process

5.3.1. Meeting Configuration

In the database backend to POPS, xRAC meetings are configured by POPS Development Staff who enter the pertinent information received from Allocations Staff and RP sites.  This data includes the board type of the meeting, the date the meeting will be held, the submission window during which proposals will be accepted for this meeting, and the list of resources available.

After each scheduled board meeting, “Supplemental/Justification” meetings are reconfigured based on the corresponding board’s resource configuration.

Although DAC proposals are ongoing, DACs are implemented within the POPS database backend via meetings as a means of keeping the database schema uniform. A new DAC meeting must be created whenever there are additions, changes or deletions to the resources available therein.  Also, new DACs can be created to shorten the list of submitted proposals as a convenience for administrators and reviewers.

5.3.2. Authentication

Submitters must authenticate to POPS to submit a proposal.  Currently, POPS supports authentication using a TeraGrid User Portal login, NCSA Kerberos and SDSC Kerberos.  POPS also provides it’s own Kerberos-based authentication mechanism whereby new POPS users (or those who have forgotten their password for one of the other authentication mechanisms) can create a POPS login to access POPS Submit.

5.3.3. Person Reconciliation

Separate, but related to POPS, there is a mechanism to reconcile any “person data” entered in POPS.  This includes the PI, co-PIs, entry persons, and other persons who create POPS logins.  These person entries in POPS are reconciled by Allocations staff against NCSA’s person (client) database, since NCSA’s Account Management System currently serves as the entry point for all TeraGrid project/account/user data into the TeraGrid Central Database (TGCDB).

This person data reconciliation ensures that POPS submitters are properly authorized within POPS.  For example, a past POPS submitter who has forgotten their password(s) to gain access to POPS could create a new POPS login and make a submission.  At this point there would be no connection between this new POPS identity and the past identity, so the user would be unable to reference his/her past submissions.  However, once the reconciliation process has been completed, the various identities are linked, and the user would then “own” both current as well as past submissions using the new POPS login or any of his/her other logins.

Also, reconciliation ensures that anyone entitled to have access to a proposal submission will have it.  This includes the PI, any co-PIs, and the entry/update person of the proposal.

5.3.4. Proposal Submission

Proposals are accepted during specified windows of time for xRACs and continuously for DAC and Supplement/Justification “meetings.”

After a submitter has authenticated to POPS, they are presented with a list of proposal types (New, Renewal, Supplemental, Justification, Progress Report or Extension) from which to select.  Upon choosing any of the options other than “New”, the submitter is asked to choose the past proposal to which this submission will relate (assuming that any are found, and that the submitter has been previously reconciled).  For all proposal type choices, submitters are then directed to specify the request level within which they plan to request time, and are then either directed to the appropriate board meeting, or warned that that board is not currently accepting proposal submissions.

Submitters then fill in all of the proposal metadata, upload any related documents and then complete their submission. POPS automatically notifies the PI by email when a proposal is successfully submitted.

5.3.5. Reviewer Assignment

xRAC: Between the time that a meeting submission window closes, and the date(s) the meeting is held, POPS administrators review the submissions to make sure that they are complete, have been finalized, and have been submitted to the proper meeting (moving  them to another meeting if necessary, using POPS Submit in “superuser” mode).

Administrators then assign reviewers to the various proposals (using POPS Admin). POPS suggests likely reviewers based upon the field(s) of science specified in the proposal metadata and the reviewers’ POPS records. POPS also counts the number of proposals assigned to each reviewer at a given meeting (or set of linked meetings).

DAC: Since DAC meetings are open continuously for proposal submissions, and since DAC requests are for relatively small amounts, several permanent reviewers are typically assigned for each DAC type, usually from amongst the scientific support staff at the relevant sites.  These reviewer assignments are periodically rotated to other staff members.

5.3.6. Proposal Review

xRAC: Once all reviewer assignments have been completed, any conflicts of interest between reviewers and proposals submissions are entered into the POPS database (preventing these reviewers from seeing these proposals), the “past usage” data for the PIs is uploaded to the POPS database, the proposals are “unlocked” (made viewable by reviewers), and the reviewers are notified of their assignments. These are manual steps for the POPS Development staff and meeting administrators.

Using POPS Review, the reviewers can view and/or download the proposal metadata in summary form, as well as a tar or zip file containing all of the proposal documents.  They can also view past usage data for PIs to aid in their reviews.  Reviewers then enter their written reviews, comments, and recommendations using POPS Review.  Reviewers are expected to have their reviews completed in advance of the corresponding meeting, thus giving the administrators time to prepare the various meeting materials and reports.

DAC: When a DAC proposal submission has been finalized, the designated reviewers are automatically notified via email (except for TG DACs where  POPS-alloc is notified.).  These reviewers are expected to promptly make their review and recommendation (as described above for xRAC reviews) – a two-week turnaround is promised for DAC proposals.

5.3.7. Board Meeting Logistics

The xRAC meeting process is described in detail in Section 1, above.

Prior to the meetings, administrators use POPS Admin to print out a variety of materials and reports for use during the meetings, including a detailed meeting agenda, review report, PI/Reviewer matrix, etc.  In addition, they solicit “available SU” information from all of the sites and upload it into the POPS database to assist in determining awards at the meetings.

POPS Review is referenced extensively during the meetings to assist in decision-making and to read reviews that were submitted after the print material deadlines.

5.3.8. Award Decisions and Notification

Once the decisions have been made and the meetings have completed, Allocations Staff enter the award information and comments for the corresponding proposals (using POPS Admin), and use POPS to email the PIs, CO-PIs and proposal entry people, and tell them to refer to POPS Submit for the decision on their proposals.

Once all of the award information has been entered, the POPS database contains the necessary input for the Authorization component of Core Services.

5.4. Output

The input collected throughout the POPS system is consolidated and stored in the POPS backend database. This is the output provided to and accessed by the Authorization and Accountability & Metrics components of Core Services. The reconciled persons and POPS authentication steps are output as far as the Core Services Authentication component.

In support of the Allocations process, POPS provides several mechanism for proposal submitters, Allocations Staff, and reviewers to extract relevant data from the POPS database for auditing their current and past submissions, managing the Allocations process, and reviewing proposals and proposal history, respectively. 

5.4.1. POPS Submit

POPS Submit displays a submitted proposal within the forms within which it was entered.  It also provides a viewable/printable summary of the proposal metadata, as well as the capability to download a zip or tar file containing any documents uploaded for proposal submissions.

5.4.2. POPS Admin

POPS Admin provides access to information relating to board members, award information, and also provides a number of reports in support of board meetings.

5.4.3. POPS Review

POPS Review displays uploaded past usage by PI, proposal metadata summaries, and enables the downloading of zip or tar files containing proposal documents.  It any review information already entered.

6. Authorization

The Core Services Authorization process translates requests for establishing projects, allocations, and users into properly configured user logins and resource allocations for the accounting component of Core Services, as well as informing users of their authorization status.

In the current TeraGrid environment, Authorization is handled via two primary channels, the more structured Allocations/POPS channel, and a second portal and email “channel” that attempts to capture a variety of mid-stream allocation management requests. For the sake of this document, these channels are described separately. 

6.1. Input

6.1.1. Allocations/POPS

The Authorization component takes as input the awards made via the Allocations/POPS process. These awards are entered into POPS, and the POPS database holds the data necessary to authorize allocations on resources and to authorize PIs and co-PIs to use those allocations. The POPS database also includes additional data that fills out these authorization requests, describing the project and proposal and providing relevant user details. Specifically, POPS is the source for New, Renewal, Supplemental, Justification, and Extension requests and awards, along with PI and co-PI user information.

6.1.2. Portal/Email

Portal and email requests are used to accept requests for subsequent authorization requests. These requests include adding or removing users from allocations, expanding the set of resources available to a TeraGrid roaming allocation, transferring allocation amounts between resources, and requesting an advance against a proposal pending review in the Allocations process. 

TeraGrid staff projects and discretionary projects are also established via the portal/email channel.

6.2. Participants and Entities

· POPS: The results of the Allocations process form a primary source of TeraGrid authorization information.

· TeraGrid User Portal (TGUP): The TGUP includes the official Web forms for submitting add/remove user requests and for expanding the set of resources available to a roaming allocation (currently these are both the same form). TGUP is also an authorization target; new TeraGrid users are all authorized to access TGUP.

· PIs: By policy and procedural enforcement, PIs are the only persons authorized to make Portal/Email requests for transfers, advances, and adding users.

· Users: Users must be authorized before they can access TeraGrid resources.

· Projects: A non-null set of resource allocations, associated with a PI and a proposal.

· Allocations Staff: Two NCSA staffers ensure that authorization requests are valid and carried out. They provide the key ‘transport’ mechanism between POPS, email, and TGCDB, and they vet new user requests for correctness and potential issues.

· TeraGrid Central Database (TGCDB): TGCDB provides the current authorization status for TeraGrid users, essentially all the valid {user, resource, allocation, project} mappings for TeraGrid. 

· NCSA Sybase Accounting System: NCSA’s local accounting system is used to initiate the authorization process across the TeraGrid by sending requests to the TGCDB.

· Account Management Information Exchange (AMIE): AMIE is a protocol and system for exchanging authorization and other data among the TGCDB and the various TeraGrid Resource Providers.

· Resource Providers (RPs): TeraGrid RPs must respond to and complete the authorization requests from TGCDB on their local resources and accounting systems.

6.3. Process

6.3.1. Allocations/POPS – General Process

1. Most projects are authorized after going through the allocations process, via the POPS system. The completion of the allocations process ends with an award being entered for a given proposal.

2. While it is recommended that RPs provide the data to add a resource to TGCDB at the same time they are added to the POPS system for allocation, these are actually two distinct steps. To permit projects and users to be authorized on a resource, RPs should confirm with the accounting-wg that a resource has been set up properly. Instructions are on the TeraGrid_Compute_Resources web page. The resource must also be added as an allocable resource in the NCSA Sybase system.

3. An allocation must be authorized.

a. For “New” proposals, a new project must be created for the allocation award(s). For “Renewal” proposals, a new allocation must be created on an existing project. NCSA allocations staff create a new project and/or allocation(s) as necessary in the NCSA Sybase system, generating new grant numbers as necessary. Note that Roaming and specific resource allocations from the same proposal must exist on separate grants/projects.

b. “Supplemental,” “Justification,” and “Extension” requests require an update to an existing allocation/project. These also pass through the NCSA allocations staff and NCSA Sybase system.

4. The PI and co-PIs must be authorized on those allocations.

a. PI information and authorization is part of the allocation authorization. (As part of the POPS process, PIs and co-PIs have been “reconciled” as known persons in the NCSA Sybase system.)

b. NCSA allocations staff authorize all co-PIs from a proposal as users on the allocation/project created in step 3. Note that co-PIs are not designated as such outside of the POPS system.

c. If necessary, NCSA generates the user’s TGUP login, password and DN.

5. At regular intervals, the NCSA Sybase system generates the necessary AMIE packets and sends these authorizations to the TGCDB.

6. The TGCDB generates the appropriate AMIE packets and transmits them to RPs. Note that an allocation for “TeraGrid Roaming” is converted into a request to authorize this allocation on every resource that is currently part of TeraGrid Roaming.

7. The RPs establish the appropriate authorizations locally. The RP configures its local resources and accounting systems and responds per AMIE protocols. If PIs and co-PIs are new to an RP, the RP sends the newly created logins (and passwords, if applicable) back to NCSA Allocations staff via encrypted email, separate from the AMIE protocols.

8. If necessary, NCSA Allocations staff distribute TeraGrid New User Packets to the PI, via US mail. The PI is responsible for getting the packet to the co-PI(s). Local NCSA tools help track which users need to be sent New User Packets.

6.3.2. Portal/Email

This authorization channel handles two types of requests: user management and allocation management requests.

6.3.2.1. User Management

· Adding Users

1. Any authorized and authenticated TGUP user can use the Add/Remove User form within the TGUP to submit an add/remove user request. The requester need not be the project PI, or even necessarily a user on the project for which the request is submitted. (This allows TG staff to assist PIs and other users in this task via a standardized procedure.)

2. The form input is emailed to the project PI and the NCSA allocations staff, who perform a manual vetting of the input. For example, they verify PI information, identify typos, and check for other incongruities in the request. The PI can halt the process for suspect submissions by email to NCSA allocations staff.

3. NCSA allocations staff search for a match between the user information and the set of previously known NCSA persons (TeraGrid “person”s are a subset of NCSA “persons”). The NCSA allocation group member checks against data already in the NCSA database. In rare cases, they may also confirm information on the web or send an e-mail to the PI.

Community Users: NCSA allocations staff create Community Users for gateway projects upon receipt of an appropriate request. Such users are flagged by being given the last name of “Community User.”

4. For a current TeraGrid user, the NCSA allocations staff authorize that user on the requested project and resource(s). For a new TeraGrid user, NCSA allocations staff enter the user contact data to create the person record in the NCSA Sybase system, then authorize that user on the requested project and resource(s). For new users, NCSA generates the user’s TGUP login, password, and DN.

Once the user’s login, password, and DN have been set up in the NCSA local accounting system, Steps 5-8 of the General Process (Section 3.3.1, above) are followed for the new user.

· Removing Users

Most PIs do not take the time to remove users who have left their projects or allocations. 

It’s not entirely clear what happens if a TGUP form is submitted to remove a user from a project and/or resource.

If the remove user request is urgent (e.g., the PI or TG staff fear the user is abusing privileges), an email to accounting-wg@teragrid.org is used to expedite the lockdown of such logins.

6.3.2.2. Resource Allocation Management

· Expanding the Set of Roaming Resources on an Allocation

Over time, the set of resources that are part of TeraGrid Roaming change. A PI can use the TGUP’s Add/Remove User form to add resources that have joined the Roaming “pool” since the PI’s allocation was created. (There’s a checkbox on the form for this purpose.)

Upon receipt, NCSA Allocations staff relay this request to TeraGrid accounting staff who fulfill the request in TGCDB. At the same time, all users on the Roaming allocation are implicitly authorized to access that Roaming allocation on the new resource(s). At this point, Steps 6-8 the General Process take place.

· Transfers and Advances

1. PIs can request transfers of SUs (or other allocable units) between resources via an email request, usually to allocations@teragrid.org, but occasionally to TG staff at RP sites. The TG staff then relay the request to allocations@teragrid.org. Per policy and procedure, such requests need to come from the PI.

2. NCSA allocations staff authorize the transfer or advance in the NCSA Sybase system.

3. At this point, Steps 3-8 in the General Process take place, adjusting the project allocation and PI information as requested.

4. Once the allocation has been adjusted, all current users on the project (if any), are added to allocations on resources, as necessary, and Steps 4-8 in the General Process take place.

6.3.3. Implicit Authorization Actions

User authorization can happen implicitly in several cases.

1. If a PI is awarded a renewal allocation(s) via the Allocations/POPS process, all active users on the prior allocation(s) are carried forward automatically as authorized users on the renewal allocation. This is also the case if a renewal proposal includes an allocation on a new resource; prior users are automatically authorized for the allocation on the new resource [Is this true?].

2. When new resources are added to an existing TeraGrid Roaming allocation, all users on that roaming allocation are implicitly authorized on the new resources.

3. When a Supplement/Justification, Transfer, or Advance for an existing project creates a new allocation on a resource that is new to the project, all users on existing allocations are added to the new allocation on the new resource.

In most cases, user de-authorization is also implicit. Users are implicitly de-authorized at the expiration of an allocation for which there is no renewal. RP policy dictates how such de-authorization is handled.

6.4. Output

The outputs from the Authorization process are:

1. The correct set of {user, resource, allocation, project} mappings, stored in TGCDB, including TGUP authorization.

2. The correct set of user logins and allocations established in the appropriate local RP accounting systems and on the RP resources.

3. New user packets, with logins and passwords (where applicable) on RP resources.

6.4.1. Output Mechanism

Users can confirm (most of) their authorization mappings in TGCDB by authenticating to the TGUP and selecting the My TeraGrid tab.

TeraGrid staff can confirm a PI’s or user’s authorization mapping via the TeraGrid Allocations and Usage (TGU).

New user packets are distributed by postal mail. 

7. Authentication

The Core Services Authentication process provides credentials (passwords, certificates, keys, attributes) that enable users to authenticate to resources. 

In the current TeraGrid environment, users authenticate to TeraGrid systems via passwords, certificates, SSH keys, and Kerberos tickets.

7.1. Input

The Core Services Authorization component, creates TGCDB records for users, assigns logins, passwords, and NCSA/PSC DNs. These records allow the users to authenticate their credentials and access TeraGrid resources.

7.2. Participants and Entities

· Partnerships Online Proposal System (POPS): POPS is a web application for requesting TG allocations. New applicants obtain a POPS login and password via web registration. Applicants with existing TG accounts can also login to POPS via their TGUP password or NCSA/SDSC Kerberos password. 

· TeraGrid User Portal (TGUP): New User Packets include a login and password for the TGUP that provides a TG-wide login. Users can login to the TGUP to obtain information about TG systems, view the DNs associated with their logins, and launch a remote terminal session to a TG system inside their browser. The TGUP uses the TG MyProxy server to verify logins and passwords. Users can authenticate to the TG MyProxy server using their TGUP login to obtain an NCSA certificate for authentication to TG systems. 

· Users: Users must authenticate themselves to access TeraGrid resources, using passwords, certificates, SSH keys, and/or Kerberos tickets. 

· TeraGrid Central Database (TGCDB): The TGCDB contains the “master copy” of the TG-wide mapping of users to DNs and logins on TG resources.

· Account Management Information Exchange (AMIE): AMIE is a protocol and system for exchanging accounting data between the TGCDB and the various TeraGrid Resource Providers. AMIE can be used to transport DNs between RPs via TGCDB.

· Resource Providers (RPs): TeraGrid RPs require users to authenticate before accessing resources. RPs maintain local authentication methods by assigning logins and passwords to new users and associating SSH public keys with logins. All RPs also support certificate-based single sign-on authentication.

· gx-map: The gx-map software helps users manage their DN mappings (via the gx-request command) and helps system administrators maintain their PKI configurations (CA certificates and grid-mapfiles). Gx-map can interface to AMIE packets and can directly access the TGCDB for maintaining DN mappings.

· TeraGrid MyProxy Server: The TG MyProxy server issues short-lived NCSA certificates to TG users authenticated by their TGUP login and password (verified against the TERAGRID.ORG Kerberos server) to support single sign-on. TG users can obtain credentials from the MyProxy server via the TGUP or the myproxy-logon command-line program.

· TeraGrid Kerberos Server(s): The TERAGRID.ORG Kerberos servers maintain the TGUP login and password database and issue Kerberos tickets for a valid TGUP login and password. The primary use of this server is TG MyProxy server authentication.

· TeraGrid Science Gateways: Science gateways provide an interface to TG resources tailored to target communities. To broaden TG access, some gateways make use of community accounts that allow authenticated gateway users to access TG resources without requiring the users to register with TG. 

7.3. Process

7.3.1. Password Distribution and Management

As part of the Core Services Authorization process, new users are assigned a TGUP login and password, along with logins (and passwords, if applicable) for allocated RP system accounts. This information is distributed in New User Packets via postal mail. Users can change their TGUP password via the portal and can change their RP passwords via RP-specific mechanisms. Users can contact the TG Helpdesk to have their TGUP password reset to its original value or to request a new TGUP password to be assigned and distributed in another New User Packet.

The TGUP login and password corresponds to a TERAGRID.ORG Kerberos account for the user. The TGUP and other services such as the TG MyProxy server contact the TERAGRID.ORG Kerberos server(s) to verify TGUP logins and passwords.

7.3.2. SSH Key Setup

For RPs that support SSH public key authentication instead of passwords, users generate a key pair using SSH tools and send their public key to the Helpdesk, which forwards the public key to the RPs for installation in the user’s account.

7.3.3. Single Sign-On

Users can obtain NCSA certificates from the TeraGrid MyProxy server using their TGUP login and password, and they can then use the NCSA certificate to authenticate to RP resources, providing a TG-wide single sign-on capability. From the TGUP My TeraGrid section, users can select the Login link for any resource where they have an account to open a remote terminal session on that resource in their browser, using the GSI-SSHTerm applet that obtains a certificate from the TG MyProxy server and connects to the resource via GSISSH. Users can also run the myproxy-logon on their desktop or any TG system to obtain an NCSA certificate for TG-wide authentication.

7.3.4. Certificate Distinguished Name Management

Certificates contain distinguished names (DNs) that identify users. DN-to-user mappings are maintained in the TGCDB and propagated to RPs where DN-to-login mappings are recorded in the grid-mapfile. RPs have discretion over how DNs are managed, provided authorized/authenticated users have access to the appropriate resources. Here are some examples from three of the RPs:

· NCSA DNs are automatically assigned to all TG users via the Core Services Authorization process, and DN-to-user mappings are distributed to RPs via AMIE.

· PSC assigns PSC DNs to users when they obtain an account on a PSC system, and PSC propagates the DNs to the TGCDB and RPs via AMIE.

· SDSC assigns SDSC DNs to users when they request certificates from the SDSC CA, and SDSC propagates the DNs via gx-request, which directly updates the TGCDB, which in turn sends AMIE packets to notify the other RPs.

Users can associate additional DNs with their RP account(s) via the gx-request command installed on some systems.

7.3.5. Science Gateways and Community Accounts

Science gateways provide an interface to TG resources tailored to target communities. To broaden TG access, some gateways make use of community accounts that allow authenticated gateway users to access TG resources without requiring the users to register with TG. Community accounts are identified by a last name of “Community User”. Gateways using community accounts are required to log IP address, UTC timestamp, and gateway username for each community account use for accounting and incident response purposes.

7.3.6. POPS Logins

Prospective PIs without existing TG logins can create a POPS login and password via a web form on the POPS site. TG users can authenticate to POPS via their POPS login, the TGUP login, or their NCSA/SDSC Kerberos login.

7.4. Output

The outputs from the Authentication process are:

1. User-to-DN mappings stored in the TGCDB and propagated to RP grid-mapfile login to DN mappings.

2. Authentication operations logged to syslog at RPs, TGUP, and gateways.

3. A User successfully authenticated via one of several mechanisms onto an RP resource, the TGUP, or POPS, with some TeraGrid entity sufficiently satisfied that the user is who he/she claims to be, to obtain access to the resource.

7.4.1. Output Mechanism

DN mappings are maintained in the TGCDB via gx-request (direct access) and AMIE packets. AMIE packets distribute DN mappings to RPs.

Authentication logs are written by syslog to local log files and centralized log collector hosts.
8. Accounting

While the general definition and scope of “accounting” in the context of TeraGrid is relatively vague, it is clear from the descriptions of the other components of Core Services that “accounting” refers to the TeraGrid Central Database (TGCDB) and Account Management Information Exchange (AMIE) mechanism. The baseline description of current components for Accounting is given below.

8.1. Input

8.1.1. Resources – There are currently three types of resources that are “allocatable” – computing cycles (SUs), storage, and advanced support. Characteristics of the resources are supplied to the Accounting system (TGCDB) by the RPs so that usage can be tracked against the awards made by the xRAC process. 

8.1.2. Awards – Also known as “allocations”, “grants” or “projects”, an award is a body of scientific work that is authorized to use TeraGrid resources. Awards are made by the xRAC review process, then entered into TGCDB for reference by various TeraGrid services and for tracking resource usage.

8.1.3. Users – There are a number of different types of users who have access to TeraGrid resources. The type of user determines many aspects of how that user may access TeraGrid resources.

8.1.3.1. Principal Investigators – The PI is responsible for the work of the project, and therefore also responsible for the users assigned to that project. 

8.1.3.2. Users (traditional) – Users are assigned to projects by their PIs. Authorizing and authenticating the users has already been discussed. Users need to be listed in TGCDB for their usage to be uploaded and reported.

8.1.3.3. Community/gateway accounts – “Shared” accounts, e.g. for science gateways, are set up using the same structure (schema) as regular user accounts, but do not have a single individual/person associated with them. This allows TGCDB to account for resource usage on community projects, but does not allow the usage to be tied directly back to a specific person. 

8.1.4. Usage – All allocatable resources are expected to report usage to TGCDB. For computing resources, usage is reported in Service Units, which decrement the award allocations. In addition to serving allocation management purposes (awards should not be using more than their allocated share of resources), usage is reported to NSF regularly to keep stakeholders apprised of the use of the resources.

8.2. Input mechanism

8.2.1. Resources - entered by hand from email sent to NCSA.

8.2.2. Awards and users - cut and paste or entered by hand from POPS and email. As described in previous sections, this information is entered by NCSA staff, initially into their local accounting system, then transferred into TGCDB via AMIE packets.

8.2.3. Usage data - received from RPs via AMIE packets

8.3. Participants and Entities

8.3.1. RPs - resource, usage information

8.3.2. TGCDB as repository for all data

8.3.3. AMIE – Transport mechanism for communication between TGCDB and the RPs.

8.4. Process

8.4.1. NCSA local accounting system sends packets to TGCDB.

8.4.2. TGCDB sends packets to RPs. It is up to the RPs to process the packets they receive appropriately, according to TeraGrid and local RP practices and policies.

8.4.3. RPs send usage packets to TGCDB. It is generally agreed that usage should be reported to TGCDB no less than every 24 hours.

8.5. Output

8.5.1. Packets go to RPs with grant/award and user information.

8.5.2. Metrics are generated from repository information for allocation reviews and NSF reporting.

8.5.3. Output mechanisms

8.5.3.1. AMIE pulls data from TGCDB, to generate packets to the RPs. It also collects packets sent by the RPs and inserts the data into the TGCDB.

8.5.3.2. Metrics and reporting done via web interface.

9. Accountability and Metrics

For the purposes of the Core Services discussion, we are not considering metrics and reporting associated with day-to-day resource operations and real-time monitoring.

In the current TeraGrid Core Services, Accountability and Metrics are handled via a number of mechanisms, some formal and some ad hoc, that have been implemented over time as requirements have evolved and priorities have been established.

9.1. Input

The inputs for this Core Service Component are the data collected by each of the other Core Service Components. The three primary repositories of these data are:

· POPS: Data collected during proposal submission, review process, and awards management is stored in the POPS database. NOTE: Person (user) data from POPS actually resides in separate NCSA Sybase schema used for NCSA local accounting system.

· TGCDB: The TeraGrid Central Database stores authorization, authentication and accounting data in a PostgreSQL database. 
· Local RP Accounting Systems: Local RP accounting systems contain a complete record of TeraGrid accounting/usage data and local discretionary/non-TeraGrid accounting information. A subset of the total usage data is reported to the TGCDB. TeraGrid Core Services do not directly access RP accounting systems. 

9.2. Participants and Entities

The Accountability and Metrics participants and entities receive metrics requests as inputs and create appropriate reports as outputs in the Core Services.

9.2.1. Entities for Production and Delivery

· tgusage: This command-line utility is installed on TeraGrid compute resources as part of CTSS so users can check the usage against their allocations. Coded in Perl and using the Perl::DBI module, tgusage queries TGCDB directly.

· myprojects/tgprojects: These command-line utilities are installed at SDSC and ANL, respectively (according to teragrid.org), to show users the projects against which they are authorized to charge jobs. These commands partially overlap functionality provided by tgusage, but include both local and TeraGrid project codes.

· TeraGrid User Portal (TGUP): The My TeraGrid tab of the portal provides basic allocation usage information from TGCDB, as well as a user’s system logins across all RPs.

· TeraGrid Allocations and Usage (TGU): This Web site (http://accounts.teragrid.org/user_services/TGU/) provides a set of standardized queries against the TGCDB for a variety of TeraGrid management and operational needs. These queries are coded in Perl and using the Perl::DBI module for access to TGCDB.

· POPS Admin: The POPS admin site (https://pops-admin.teragrid.org/) provides a fixed set of reports, primarily for use by allocations staff to manage xRAC meetings.

· TeraGrid Quarterly and Annual Reports: These documents have a fixed set of allocations and usage data, produced at regular intervals. A few of these queries are part of the TGU site, but many are processed manually.

· Ad hoc queries: Many reporting and metrics requests continue to come in the form of ad hoc queries to small set of persons who have access and knowledge of the POPS database and TGCDB. Currently, most ad hoc queries are handled by David Hart, which is recognized as a non-scalable solution.

9.2.2. Participants

· Users: Users, including PIs receiving allocation awards, need to monitor job charges against their allocation awards. Central reporting tools are especially useful for projects with allocations at more than one RP and critical for TeraGrid Roaming allocations. 

· TeraGrid Operations and RPs: With a central help desk, TeraGrid Operations makes use of the Allocations Query Web site to determine the authorization and authentication status of users who submit inquiries. RPs also use the reporting capabilities to audit usage reporting and resolve errors.

· TeraGrid Management and Staff: TeraGrid management needs the ability to access a set of metrics for quarterly, annual reporting purposes, as well as ad hoc administrative needs. This group of stakeholders includes staff responsible for other Core Services components, to confirm proper functioning of the components.

· NSF: NSF management requires quarterly and annual reports and often makes ad hoc queries about the current status of TeraGrid.

9.3. Process

The various participant groups use various processes to access the accountability and metrics capabilities within the current Core Services.

· Users: To access current allocation usage and authorization status, they can use tgusage or the TGUP. For authentication, they can use the TGUP to review login and DN status and change their portal password. PIs, co-PIs and proposal submitters can review proposal status and review comments within POPS.

· TeraGrid Operations and RPs: TeraGrid staff can obtain privileged access in tgusage to review usage and authorization data for all users and projects. TeraGrid staff can also use the TGU site to search for user and allocation information or to audit accounting data.

· TeraGrid Management and Staff: The TGU web site provides a set of queries and reports for many common management needs. New queries are prioritized and added and time permits. POPS admin provides standard reports needed to manage the xRAC process. Ad hoc reports are supplied to management for special needs and requests.

· NSF: NSF receives metrics and accountability data through Quarterly Status Reports and the annual TeraGrid report and review process.

9.4. Output

The output for Accountability and Metrics are the data reported via the various processes to the appropriate participants. 

9.4.1. Output Mechanism

The outputs are delivered to participants in several human-readable formats, depending on the participant’s need. Text-based output, Web pages, and Excel charts and tables are the primary data formats.

10. Resource Provider Baseline

Requirements for RPs participating in Core Services have never been well-defined. This is the source of much of the complexity of the current solution.

10.1. System and Storage Requirements

POPS

The POPS system is hosted at NCSA. 

Note that POPS has 2 platforms, one for the database and one for the web server. The two systems have the same configuration, as follows:

· Hardware platform: Sun UltraSPARC

· OS and version: Solaris 9

· Is this current: Yes, Solaris 9 is supported by Sun.  Solaris 10 is the newest release.

· Disk space:

· Total: > 400 GB

· Currently used for data: 5.6 GB

· Currently used for code: 1.2 MB

· DBMS software and version: Sybase 12.5

· Is this current: Yes, Sybase 12.5 is supported.  Sybase 15 is the newest release.

TGCDB

TGCDB is hosted at SDSC.

· Hardware platform: Dell PowerEdge 2650

· OS and version: RHEL 3.

· Disk space:

· Total: 200 GB

· Currently used for data: 135 allocated, 24 used

· Currently used for code: 22 GB (12 used)

· DBMS software and version: PostgreSQL ver. 8.1.9

· Is this current: Yes. The most recent version on the market is 8.1.10
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