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This document is an early discussion draft. It is modeled loosely after the NSF FASTLANE privacy policy.

Abstract

Persons interacting with the TeraGrid provide varying amounts of information about themselves and their work. There are several uses and persons to whom that data should be made available (collaborators, TeraGrid staff, sponsors, etc.) This document describes TeraGrid’s policy for collecting, storing and protecting, and disseminating various pieces of that information.
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1. Background

TeraGrid operates cyberinfrastructure services on behalf of the NSF for the national Tera-scale science community. In its management processes, TeraGrid strives to emulate the data privacy policies and processes used by NSF in similar processed:  evaluation and award of grants, protection of science research and usage information, etc.

This document describes the processes and procedures instituted by the TeraGrid to protect data privacy, but all processes are operated on a best-effort basis, and no guarantees of privacy of data are made or implied (insert boilerplate here –e.g. from S3)

2. Overview

This section forms the publicly posted privacy information and references the rest of this document.

2.1 What Personal Information We Collect

· We collect the personal information you knowingly and voluntarily provide to us

· When you access or use a service from a participating TeraGrid Resource or Service Provider, our partners share information about your transaction with us.

· We may obtain personal information about you from other resource providers (e.g other grids, or attribute providers), but only if those organizations have the right to share your information with us.

· When you use our website, we collect the information about you sent to us by your client (e.g. Web browser) and through the use of various Web technologies, like cookies.

2.2 How We Use Your Personal Information

· We use your personal information:

· To administer the Facility and communicate with you about the Facility

· To provide the information and services you request

· To provide personalized content when you visit our website or services

· To improve our Facility and our website and services and to better market our products and services

· For any other purpose we disclose to you in a specific privacy notice

2.3 How We Share Your Personal Information

· We share your account information with our Sponsors and Partners

· We share your personal information with organizations that provide services to us.

· We share your personal information with our Sponsors and Partners

· We share your usage information with independent researchers as directed by our Sponsors

· We do not share your personal information with other third parties for marketing purposes, unless you opt in.

· We share your personal information in other (what) limited circumstances.

2.4 Your Choices

Your choice to use or continue to use TeraGrid services constitutes acceptance of these policies. Your choice is to stop using these resources and/or appeal to the Project Director (?)

2.5 Amendments and Changes to our Privacy Policy

We may change our Privacy Policy from time to tome at our discretion. Some amendments or supplements to our Privacy Policy may take the form of a privacy notice provided at the time we collect your personal information. The type of notice we give to any change to our Privacy Policy will depend on the nature of the change. In any even, changes to our Privacy Policy may affect our use of personal information that you provided to us prior to the effective date of the changes.

(above is direct quote. Need to look for copyright. Yup, there is one)

3. Processes and Data Categories

3.1 Personal Information

TeraGrid collects and stores personally identifiable and contact info in order to maintain communications paths with participants as well as for purposes of studying usage of TeraGrid resources by individuals from various groups. Some information is collected for purposes of establishing eligbility for access to various TeraGrid resources. The users may choose not to supply elements of the requested information, but access may be restricted as a result to any resources for which the required information is not available.

3.2 Allocation Proposals

Information submitted in support of a proposal for an allocation is assumed to be private communications between the proposers and the TeraGrid staff and committees needed to complete and evaluate the proposals. This includes information about whether or not a proposal has been submitted for evaluation.

From time to time, data from proposals maybe utilized by TeraGrid staff and/or their designees to study the allocations process and correlation with usage patterns and scientific success/productivity either for purposes of the TeraGrid or for reports to Sponsors. In such cases, results will be anonymized and/or aggregated before being made public.

3.3 Award and Usage information

The existence of an award and basic information about the PI and project (e.g. the size and duration of the award, on which resources the award is made, etc.) are made public. However, information about individual utilization patterns, beyond conveying this information to the individual themselves, is used for project purposes only. Information about individual usage may be made available to Project PIs for any individuals associated with their project.

Most TeraGrid services have logging, monitoring and/or instrumentation features to track individual usage of these services. Data collected by these service features is subject to the usage and privacy rules expressed in this policy.

3.4 User Managed Data Stores

TeraGrid provides, as a service, various resources for storing data provided by the user. These resources may as well include mechanisms for designating authorization policies for controlling access to this data. TeraGrid operates these resources on a best effort basis makes no guarantee about the effectiveness of these access controls. Encryption and protection of the data is solely the responsibility of the user of the service as is the determination of fitness of a TeraGrid resource for any purpose of the user. 

3.5 Resource Provider Information Stores

Participating resource providers may separately maintain information about users and their usage. Where this information is provided to the RPs by TeraGrid GIG and/or partners, the use and protection of that data is covered by this privacy policy. Where provided directly from the user and/or the RPs internal monitoring systems, it is covered by the individual privacy policies of the RP.

TeraGrid makes no restriction on the ability of RPs to provide additiona/ more stringent privacy policies to the retention of their data.

4. Responsibilities and Procedures

4.1 TeraGrid User Management System

<Who> maintains information about participants in the TeraGrid project. The designation of which participants are staff and which have various roles and privileges to data is distributed through the project management chain. The master repository of this designation is the TeraGrid user database (is this a separate entity ? Is this sufficient ?), though parallel caches and/or repositories may be used from time to time for expedient purposes.

4.2 TeraGrid Accounting System

The TeraGrid accounting system responsibilities include the maintenance of usage data and the development and enforcement of the access control methods necessary to implement the policy described above.

4.3 Resource Providers

Resource providers have responsibility for the data quality and storage of information about the usage of their individual resources. RPs may store data local to their institutions on their behalf and have responsibility for the articulation of the privacy policy for that information as described in section X above. 

Resource providers may also operate services on behalf of the TeraGrid GIG and as such are acting as agents on behalf of the GIG and thus accept the responsibilities relevant for those services as described in this document.

4.4 Community Activities and Science Gateways

The community entrusts certain information to the community PI and/or the gateway operators. The collection and protection of information collected by the PI and/or the gateway operators is subject to their data privacy and protection rules and solely their responsibility. Where data covered by this policy is released to TeraGrid in order to utililize TeraGrid resources, TeraGrid will protect its copy of the data according to this policy. All other information disclosed to TeraGrid by the gateway operators, the PI, and/or the community participants is designated public information and may be used for any purpose at the sole discretion of  TeraGrid.

5. Security Considerations

Collection, retentiona and usage of privacy controlled data implies security obligations on TeraGrid. Sufficient controls will need to be put in place and evaluated for effectiveness in order to implement this policy and prevent/identify unauthorized usage. The methods used to implement these controls, evaluate their effectiveness, and respond to any breaches in security are described in the TeraGrid security policy.

This policy will evolve as further requirements are identified.

6. Resources Required

Additional fields will need to be added to the TeraGrid Central Database.  Information entered on the form used to request a community account would need to be logged in the TGCDB.  Effort by RPs to secure community accounts is unknown until the security requirements are fully defined and will likely be site-specific. The effort required by community projects or gateways are unchanged by this policy.

7. Scaling

This policy will provide a consistent means for identifying community users and thus should have a positive (though minor) impact on scaling.
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